Kak He cTaTh xepTBOM KUOEepnpecTymieHun

[oCTmKeHns Haykm U TEXHWKWU, cO3daHue BCEMUPHOM CETU UHTEPHET MNO3BOSMMN
NPEeCTYNHOCTU BbIATM HA HOBbIV YPOBEHb 1 3aXBaTUTb KNOGEpPNpPOCTPaHCTBO.

Tenepb MNPeCcTYNHUKY He HY>XeH MPAMOW KOHTaKT C XXepTBOWM, OH MOXeT cTaTb
Yyrpo3omn Ons Kaxgoro nonb3oBatens «rrnobanbHON NayTWHbI», KPYMHbIX KOpropauuin u
LenbiX rocyaapcTB.

[MpecTynHOCTL B BMPTYyasribHOM MPOCTPAHCTBE — SIBfIEHWE OTHOCUTENbHO HOBOE, HO
YacCTb MPECTYNIIEHNUN, COBepLlaeMblX B chepe BbICOKMX TEXHOMOrmm,— 3TO 3HaKOMble
KpaXkn, MOLLEHHMYECTBA, BbIMOraTenbCTBO.

KnbepnpecTynHOCTb — HE3aKOHHbIE OENCTBUSA, KOTOPbIE OCYLLECTBIIAKTCA NOAbMMU,
MCNonb3yLWNUMN  MHPOPMALMOHHbIE  TeXHOoMormn Ans  npectynHblx uenen.Cpeam
OCHOBHbIX BMOOB KMBEpnNpecTynHOCTM BbIAENAOT pacnpoCTpaHeHne BpeLOHOCHbIX
nporpamMm, B3IOM MNaposien, Kpaxy HOMEPOB KPeaUTHbIX KapT M Apyrnx GaHKOBCKMUX
PEKBM3NTOB, a TaKKe  pacnpocTpaHeHne NpoTMBOMPABHOM  MHoOpMauMm C
ncnonb3oBaHnem cetn VIHTepHerT.

MpaBwuna, KkoTopble NOMOryT Bam He cTaTb XXepTBOWN KNbepnpecTynneHun:

— XpaHuTe Homep kapToykn wu [MMNH-koaobl B
TanHe;

— He WCNnonb3ynTe OOWH naponb ANna  BcexX
NHTEPHET-PECYPCOB;

— K CBOeW OCHOBHOMW kapTe B Bawem 6aHke
BbIMyCTUTE  AOMOSNHUTENBHYIO, KoTopon  ByaeTte
pacnnayvBatbCad B WHTepHeTe. Tyda nerko MOXHO
Oynetr nepeBoauTb HebonblUMEe CyMMbl LEHer, U B
cnyyae KoMnpomMeTaumm [aHHbIX LOCTAaTOYHO MNPOCTO
3abnoknpoBaThb ee€;

— perynsapHo nNpoBepsinTe COCTOsIHME CBOMX BAHKOBCKMX CYETOB, 4TOOLI YoeauTbCs
B OTCYTCTBUMN «JTULLHUX» N CTPAHHbIX Onepauui;

— NOCTaBbTE NIMMUT HA CYMMY CMMCaHU UNN NepeBoaa B NMMYHOM KabuHeTe H6aHKa;

— HE MNepeyncnanTe OeHblMM Ha 3MEKTPOHHbIE KOLIENbKM M cyeTa MOOUITbHbIX
TenecoHOB npu onnate nokynok, ecnn Bbl He ybegunucbe B GnaroHageXHOCTU
nuua/opraHmsaugunmn, KOTopbiM NpeaHa3HavatoTcs Bawwm cpeacTsa;

— HE NepeBoAUTE AEHEXHbIE CPeacTBa Ha cHeTa HE3HAKOMbIX NNLL;

— He nepesBaHMBaNTe M He HanpasnanTe oTBeTHole SMS, ecnn Bam noctynuno
coobuieHre o 6rnokmpoBaHum GaHKOBCKOM KapTbl. CBXMUTECH C BaHKOM, 06CcnyXmnBatowmm
Bawy kapty;

— OyobTe OCMOTPUTESIbHbI B OTHOLUEHMM MUCEM C BIIOXEHHbIMW KapTUHKaMM,
NOCKONbKY (pannbl MOrytT cogepxaTb Bupycbl. OTKpblBanWTe BOXEHUS TOMbKO OT
n3BeCTHbIX Bam oTnpaButenen n Bcerga npoBepsinTe BIOXEHUS Ha Hanuyne BUPYCOB,
€CIN 3TO BO3MOXHO;

— He nepexoante HeobayMaHHO MO CCbIfikaMm, CoAepXallMMcs B Cnam-paccbisikax.
YpaocTtoBepbTeCb B MNPaBUMBHOCTM CCbISIKW, MpeXae 4Yem nepexogutb MNo Hen u3s
3NEKTPOHHOrO NUCbMa;

— He 3anosIHANTe MOSTyYEHHbIE MO 3NIEKTPOHHOM noyTe PopMbl U aHKeTbl. JInyHble
AaHHble 6e30MacHO BBOAUTL TOMbKO Ha 3aLMLEHHbLIX CanTax;

— HacTopoxuTecb, ecnun oT Bac TpebyloT HemeaneHHbIX AENCTBUA UMK
npencraBngeTcs ypesBblyariHas cuUTyaums. 310 TOXe MOXeT ObITb
MOLLUEHHMYECTBOM,NPECTYMHUKN BbI3biBalOT y Bac ouwylieHne Tpesorn, 4tobbl 3acTaBUTb
Bac gencrtBoBaTb BLICTPO M HEOCMOTPUTESBHO;




— He pasmelLanTe B OTKPbITOM AOCTYrNe N He nepefasante MHGoOpMauuo JIMYHOro
xapakTepa.

PaccmMoTpuM camble pacnpocTpaHeHHble CXeMbl
MOLLUEHHUYeCcTBa:

1. «3BOHOK U3 BaHka»

Bam 3BOHMT He3HakoMeu. Homep Bxogswlero 3BOHKa
OYEeHb MOXOX Ha Homep 6GaHka, a 3BOHALMN
npeactaBnseTcd paboOTHUKOM  KOHTaKT-LEHTpa Wnu
cnyx06bl 6esonacHocTy BaHka.

Belarus Bank
[na peanu3auum MOLUEHHUYECKON CXEeMbl TaKke viber Audio...
NCNOSb3YTCA MecceHmxepbl, npexae Bcero Viber.
Bxogawmm 3BOHOK MakcMmMaribHO 3akamynuposaH nog
3BOHOK coOTpygHuMka 6aHka: Ha aBaTapke MOXeT
ncnonb3oBaTbCs  norotmn  GaHka  (NOMHOCTBIO MK
yacTM4yHO), a oTobpaxaeMbli TenegOHHbIN HOMep
3BOHSALLEro MOXeT ObiTb O4YeHb MOXOX Ha TenedoH
Cnyx6bl nogaepKkn 6aHka.

* Number not in your contacts

Y MOLLEHHUKOB €CTb BO3MOXXHOCTb 3BOHUTb C HOMEPOB,
MOXOXUX  Ha  odmumanbHble  Homepa  BaHka.
3NoyMbILLNEHHVKN MEHSIIOT UMdpbl B HOMepe, KoTopble
Bbl MOXXETE He 3aMeTUTb.

Y Bac npocAaT KoH(pmaeHUnarnbHble AaHHble

MoLeHHHK coobulaeT, YTo «baHK BbISBUIT NO03PUTENBHYIO onepauumio no Bawen kapTte»
NI «MOCTYNUA 3anpoc Ha OHNanH-oopMeHne Kpeamta Ha Bawe nms».

OH npocuT y Bac normH 1M naponb ot WHTepHeT-6aHkuHra, kog n3 SMS ot baHka (B
BonbWMHCTBE CnyyYaeB CONpoBOXaaembin pason «Hukomy He coobLianTe!y), pekBnsnTbl
KapTbl (NOMHbIM HOMep KapTbl U cpok ee pencteus, CVV- nnu CVC-koa). BTO HYXHO
AKOObI «A4NA COXPaHHOCTM BaLUMX OEHEr».

Kak MOLIeHHUK nbiTaeTca Bac y6e,D,VITb

e «MbI 380HUM C ogbuyUaIbHO20 HOMeEpPa, NpPosepbmMe Ha calmey.

e «B uensx koHpudeHyuanbHOCMU S 8K/rYarw poboma, Komopbit 3awumum
eawu OaHHbIe» (Bbl CrbiLUNTE B TPYOKe NErKUN LWenecT).

e [na ybeaouTenbHOCTM OH HasbiBaeT BallM NepcoHasnbHble [aHHble (MMS,
OTYeCTBO, nocregHne 4 undpbl KapTbl U AP.) U NPOCUT NEPEBECTU AEHbIUN «Ha
3aWUWEHHBIU cHem, KOmopbIU 3akperiyliéH 3a MepCoHaslbHbIM MEeHEeOXepoM:
3Mo HYXHO 015 be3onacHocmu, a nomom 8bl CMOXeme 8epHyMb OeHbauy.

e Wnn npocut HasBaTb BallM MEepPCOHarbHble OaHHbIE UMW CEKPETHblE KOObl U3
SMS pob6oty, npu 3TOM B TpyOKe Bbl CrbILLMTE MY3bIKY.

« Bam npepgnaratot ycnyrm CTpaxoBkM OT MOLUEHHUYECKUX AencTtsun. Ona ee
odopmMneHmss HeobxoauMMO NpeaoCTaBuUTb [aHHble O KapTe, Ha KOTOpOW
Haxo4ATCA  3HauuTenbHble  OeHexHble cpeactBa u - SMS-kog gnsa
noaTBepXaeHnsa onepawumu.



BaxHo! Hukomy He coobuiante CBOM NUYHbIE OaHHble, AaHHbIE KapT, 3alMTHblE KOAbI,
kogbl n3 SMS! Ecnu ¢ kapTon, 4eNCTBUTENBHO, NMPOUCXOAAT MOLLEHHUYECKNe onepaumn,
BaHk cam MmoxeT ee 3abnokmpoBaThb!

2. «lMoTeHuManbHbLIN NOKynaTenb»

MoLueHHMK npeacTaBnseTcs
noTeHUManbHbIM NOKynaTenemM ToBapa,
obbsBNeHne 0 npogaxe KOTOPOro
OblI0  pasmMeweHo BaMn B CETU
nHTepHeT. [lo KakMM-TO nNpUYMHaM
«MOKynaTenb» He MOXEeT CerogHs
nNpMBE3TU AEHbIN, HO XO4eT npucnatb
BaM 3anor u3 gpyroro ropoga no
cucteme ANCTaHLUMOHHOTIO
6aHKOBCKOro 06cnyXnBaHums.

Ccblinka

[ns npoBepkM NOCTyNneHna nepeBofa MOLUEHHUK HanpaensieT BaM CCbUIKY Ha
(PULLIMHIOBBIA CaWT, KOTOPbIN O4YeHb ONM30K MO AM3anHy Ha WCNONb3yeMbll BaMu
WHTEpPHET-6aHK MNU CTpaHuuy ANs BBOA4A PEKBUM3UTOB KApPTOYKM ONs1 MOSYYEHUS YXKe
OTNpaBfeHHOro rnepesBoda [AdeHeXHblIX cpeacts. [locne BBegeHMss BamMu B Mons
UWKMHIOBOrOo camTa naposids U forMHa Wnu pPekBUM3UTOB Ballen KapTO4YKW, AaHHble
CTaHOBATCS JOCTYMHbI MOLLEHHUKY.

QR-kop

BMeCTO CChINKM MOLLUEHHNK MOXET HanpaBuTb BaM QR-Kof, KOTOPLIN Takke XpaHuT B cebe
CCbINKy Ha duwuHrosbln cant. llocrne BBegeHMss BamMu B nons OULLMHIOBOrO cauTta
napons u JorMHa WNuU pPEeKBU3UTOB Ballel KapTOYKW, OaHHble CTaHOBATCHA [OCTYMHbI
MOLLEHHUKY.

BaxHo! He nepexogute no nopo3puTenbHbIM ccbinikam. [Ona Be6-Bepcun UNHTEpHeT-
BGaHKkMHra ucnonb3ymnTe ToNbKO odumumanbHbln canT baHka, a oana mobunbHonM Bepcun —
TONbKO MOOGWUNBbHOE MPUMOXKEHME, 3arpyXeHHoe U3 oduumanbHblX  MarasvmHoOB.
BHuMMaTENbHO KU3yynTe canT, Ha KOTOPOM BBOAMTE §NWU4YHble AaHHble. O6sa3aTenbHo
NpoBepbTE HanNMymMe Takoro camta B UHTEPHETE.

3anomHuTe! [Ina nonyyeHnsa nepeBoaa OEHEXHbIX CPeacTB HET HEOOXOANMOCTM BBOOUTL
cpok gencteua kapTbl 1 CVV-koa.

3. «Coob6LeHns B coumanbHbIX CeTAX»

MOLUEHHMK HE3AKOHHBIM MyTEM MoSly4aeT JOCTyn
K CTpaHuWdke B COUManbHOW CeTu U OTnpaBnsieT
coobuieHns ¢ npocbbor PUHAHCOBOW NOMOLLM OT
MMeHU ee BNaaenbLa apy3bsMm.

Mpocbba moxeT ObITb camas pasHada: oT « CKMHb
MHe [eHer Ha KapTy, no apyxbe» [0 HexBaTKu
AeHer Ha 6onbluyto Nokynky. B peakmx cnyyasax
MOLUEHHVK [Jake npoCUT MpPOM3BECTU onnarty




camocTosiTeNnbHO, obellas BO3MECTUTb 3aTpaThbl NPU NUYHOWN BCTpeYe.

BaxHo! [1py nonyyeHMn COMHUTENBHOIO COOBLLEHUA UM Manenen HeyBepeHHOCTU B
TOM, YTO Bbl AENCTBUTENBHO ObLaeTeCh C BNagenbuemM CTpaHUYKkn, MO3BOHUTE eMY.

4. «Posbirpbiwn/pasgaun/onpocbkl oT BaHka Unu MHbIX opraHn3auun»

| Ceronmn |
CerogHa Viger npurnawaeT BCex
Ha NpasaHuK !

KynoHbi Viber Out,Playstation
4 Xbox One u KpynHbie
AEHEXHbBIE NPU3bI — HUKTO W3
Y4aCTHWKOB He YWAET Gez
nopapkal

YyacTeOBaThL:

www.viber-promotion10.com

QViber

10 JIET BMECTE
OAPUM MOAAPKY

KAXKAOMY HALEMY
MOAB30OBATEAID

10 neT smecTe!

o

MOLWIEHHNKN OCTaBNAT BblOYMaHHY pekrnamy B
NonynsipHbIX couuManbHbIX CeTAX 00 onpoce OT MMEHMU
baHka n «Pasgayve npusos nepson 1000 npowenuinx
onpoc!» unu o Tom, 4YTO B CBSA3UN A rogoBLmHON baHka
nMMBo  WHLIM  3HAYMMbIM  MEPONPUATUEM, NOCNEeaHUN
pasgaeTr CBOUM KNWeHTaM AdeHeXHble npusbl. Llenb
onpoca — SAKOObl M3y4nTb MHeEHWe KnueHToB. [locne
NPOXOXAEHMs onpoca opraHM3aTop obellaeT OeHeXHoe
BO3HarpaxxgeHue.

OpgHako, nocne npoxoxaeHusa onpoca Heobxoaumo
3annatutb HebOonbLUYld KOMUCCUIO, CBS3AHHYHO C
nepeymcrnieHneMm BO3HarpaxgeHms numbo ¢ uenbto
noslyyeHus rnocrnegHero — BBECTUM [AdaHHble Bawen
©aHKOBCKOWM KapTbl.

[laHHbIN Kenc o4YeHb pa3HoobpaseH M orpaHnvMBaeTcs
TONbKO BOOGpa)keHnem MolleHHKOoB. BmecTo onpoca
MOXeT npeanaraTbCs BO3MELLEHWE HANOroBbIX BbINMaT,
KOMMNEeHcauusa 3a Hanuume BalMx [AaHHbiXx B 6ase
«YTEYKU» U MHblE MaxmMHaLNu.

BaxHo! [NloceTnute odumumanbHyo CTpaHULy oOpraHuM3aumm unv MNO3BOHUTE B KOHTAKT-
LEHTP ANSA NPOBEPKM HANM4mMa akumm, po3birpbillia nnm onpoca.



